Abstract-For any fault of the same severity level, traditional fault discovery and notification tools provide equal weighting from business points of view. To improve the fault correlation from business perspectives, we proposed a framework to automate network and system alerts with respect to its business service impact for proactive notification to IT operations management. This paper outlines the value of business continuity planning (BCP) during the course of service impact analysis, placing particular emphasis on the business perspective in the processes of IT service management. The framework explicitly employs BCP relevant processes in order to identify the relationships between business services and IT resources A practical case in IT operations to illustrate the concept was then conducted.
INTRODUCTION
Today, business continuity planning (BCP) is no longer a luxury, but an essential element of the organization's risk management program. The aim of BCP is to keep the organization in business in the event of a disaster by maintaining its critical core processes in the delivery of products and services to its internal and external customers.
Business continuity management process incorporates both a technology element -IT service continuity management and a business element -BCP. Achieving effective management of IT service continuity requires a balance of risk reduction measures in tally with the business continuity planning. In the IT Infrastructure Library (ITIL) Service Delivery [1] , IT service continuity management forms one of the management modules in daily IT service management (ITSM). IT service continuity management is concerned with managing an organization's ability to continue providing a pre-determined and agreed level of IT services to support the minimum business requirements following an interruption to the business.
Historically, business continuity was focused on protection against unlikely but large events such as fire, flood, natural disaster. However, even with the interruptions like minutes or hours outage of a critical business system, interruption in service from a critical supplier or outside service provider, or the potential business impact caused by the economy and its effects on critical customers/suppliers can have serious business consequences.
IT is one of many dependencies the organization has in the delivery of its products and services. It is a tool to support business functions for an organization. Bridging the gap between business and IT services is one of the hot topics in the management perspective where separated management disciplines have to be collaborated. In today's highly competitive and service oriented business environment, organizations regard well managed IT service delivery and support as one of the prerequisites to achieve business goals.
The primary focus of this paper is how the BCP processes adoption helps an organization to improve ITSM in the area of service impact analysis. The issue of this paper is to provide a framework to improve the identification of resources being responsible for a service quality problem. The framework utilizes the steps in BCP to identify the organizational business services, mapping the underlying IT infrastructure for these business services, and prioritizing the recovery alerts. The structure of this paper is as follows. The next section reviews extant literature on BCP and service impact analysis in ITSM frameworks. Then we discuss the deficiencies associated with the common service management processes and tools. Research methodology will be followed for the proposed framework adopting BCP processes to improve the situation. Finally, the conclusion of this study presents the effectiveness of the framework in service event correlation.
II. LITERATURE REVIEW AND FRAMEWORK
A wide variety of models and processes are available in the extant literature on ITSM. However, some of the existing approaches could be improved to address numerous and diverse problems. With the commercially available tools nowadays from most of the management software vendors to help IT managers with incident prioritization, the activities in incident prioritization and service impact analysis are not anymore just well-studied problems in the IT management literature.
In the area of improving the responsiveness to network / system alerts in IT operations, [2] presented a service fault management framework, which identified the relevant components and their interactions between them to provide a service-quality-based fault management. The authors also presented a framework in [3] to automatically determine the impact of resource failures with respect to services and service level agreements by monitoring the service quality from inside and outside the service provider and also by incorporating information about the current and expected future service usage. The research in [4] aims at addressing the issues with respect to the service orientation in the IT management industry. The developed approach aims to build a repository of all information needed that is required for business-oriented service management. None of the previously mentioned however makes use of BCP concept to deal with the serviceoriented fault correlation and service impact analysis as we do in this work.
For the activities in BCP, [5] made clear that BCP and plans did not mark the end of business continuity activities. They are the pivot between planning and the ongoing management of increased resilience from and response to business interruptions. Many people equate BCP with IT disaster recovery planning in [6] . BCP should contain a detailed specification of system and network infrastructure. Such documentation should make it clear which key business processes and functional activities are dependent on each of the systems. In fact, the purpose of BCP not only documents backup and recovery procedures along with details of any off-site storage arrangements for data/media in response to significant premises-based incident (power outage, fire, flood, etc.), but also provides the full understanding of the key business processes/activities/systems to react service-based incident (e.g. email, venue facilities, network services, etc.). [7] reviewed the development phases for BCP and highlighted that BCP had evolved from simple reactive disaster recovery planning, to crisis management principally driven by information technology, and finally to a more proactive comprehensive approach. The use of BCP in aiding service impact analysis for fault management is therefore cited as the effective way to help organization for better IT service management.
Several ITSM process frameworks such as ITIL [1] & [8] & Enhanced Telecom Operations Map (eTOM) [9] were developed in the IT / Telecom industries. ITIL provides a comprehensive, consistent and coherent set of best practices for ITSM processes, promoting a quality approach to achieving business effectiveness and efficiency in the use of information systems. In the ITIL ITSM hierarchy, service support and service delivery form the basis for service management. Service support aims to deal with day-to-day operational support of IT services while Service delivery provides long term planning and improvement of IT service provision. ITIL subdivides service support into the areas of incident management, problem management, change management, release management and configuration management. Service delivery is subdivided into the areas of service level management, financial management, IT service continuity management, capacity management and availability management. Detailed description of these processes is not included here. One can refer to [1] for details.
On the other hand, although IT service continuity management process in [1] is part of the service delivery set, the process primarily considers continuity plans development and those IT assets and configurations that support the key business processes rather than the activities in service-oriented fault correlation and business service impact analysis. Today, business services are supported by IT services and sub-services which in turn depending on the underlying IT resources. There are not only situations where an IT service is available or not, but it can be available with a low quality. Although software tools with respective management modules are available in the market for ITSM, solutions for managing IT services, customers and operational processes are not sufficiently developed nor integrated with other management applications following IT services daily processes [10] .
To provide agile response to service event which is derived from resource event, we propose to adopt BCP processes to structure the correlation matrices for service impact analysis in IT service management. By making use of the structured process in BCP development, the IT operation management can realize the linking properties amongst business services, IT services, IT sub-services and IT resources. This knowledge framework acts as the supplementary process for fault management in the existing ITIL processes.
III. SERVICE IMPACT ANALYSIS
The effects on service interruption are not limited to financial-revenue or investment loss, overtime, or extra (renting or replacing equipment or staff) expenses. Other types of results can include goodwill, liability and contractual obligation. In order to achieve the strategic alignment between business and IT, prompt response in the management system to discover and prioritize incident from its business objective and user importance for service continuity is essential. As suggested in [3] , it is desirable to determine the impact onto services and Service Level Agreement (SLA) when problems with resources or sub-services are detected.
The case recovery target achievement corresponds to one of the measurement criteria in SLA. SLA becomes a basic measurement for gauging the performance of operation team. In [11] , the organization achieves significant service target improvement after the adoption of ITIL processes. However, while meeting SLA is the primary target, the prioritization of alerts with respect to business objectives and user importance during the course of service impact analysis could improve further the customer satisfaction. The traditional habit in handling resource event incidents with respect to severity level ranging from low impact of a 48-hour recovery period to very high impact of a 2-hour recovery period are not applicable for service event incident. Severity level normally determines its impact to the entire operation of IT infrastructure in the real world of IT operation environment. Consider a scenario that ten alert cases arrive in which eight cases exhibit higher severity level than the others. The latter two alerts, however, carry higher business impact than the others. The traditional process by the resource-based event monitoring system will weights these ten alerts according to their severity level and obviously the latter two alerts are responded in lower priority. From the business point of view, the minimization of response and turnaround time for these two latter alerts in fact could bring up the appreciation level of the customer and business service management. Figure 1 illustrates the architecture for service impact analysis in which we adopted the business continuity planning processes to realize the linking properties amongst business services, IT services, IT sub-services, and IT resources. The service impact analysis provides service impact notification to the operation team in reaction to network / system alerts. By using the notified information, from the perspective of business services, the operation team knows what "in used" or "provisioned" services are affected with their respective prioritized impacts. The first step in assuring the continued delivery of mission-critical services in the event of an Information and Communications Technology (ICT) infrastructure interruption is to identify what are the delivered services, to whom these services are delivered, and to rank each service in terms of its priority/severity. After identifying the mission-critical services, consider what types of ICT infrastructure interruptions are likely to affect these services, and which are unlikely to affect them. The information created will be stored in a knowledge-base, called service management information base, which will be used and reviewed from time to time before retirement. The business criticality level is the first dimension in mapping the service impact while the user importance level, which is not be covered in this paper, is the second dimension to map out the service impact notification.
A. Event correlation processes Types of event
There are two main groups for event classification namely: service event and resource event. Service event comes from Service Desk via customer's call or service comment email and from the running of simulation tests in regular time intervals, while a network and system management component reports the device-level resource event directly.
Resource event correlation
A network and systems management component like HP OpenView or IBM Tivoli is required to handle the resource management. It contains a monitoring and probing component to get information about the underlying infrastructure and uses information about the configuration stored in the network and system Management Information Base (MIB). This component uses the reasoning approach, such as rule-based, for dealing events on the resource level by making use of its resource event correlator, [12] [13] . Figure 2 shows the relationships and dependencies for a generic service scenario. The organization offers different services which depend on other services called sub-services. Another kind of dependency exists between services/subservices and resources. These two kinds of dependencies are not used for event correlation performed today in most cases. Regarding the service event correlation, with the same token as the correlation process for resource event, it requires the Figure 2 Relationship and dependencies for a generic service scenario management information base, which resides the full understanding repositories from the business service delivery, its sub-services and the relevant underlying infrastructures for making correlation. With such an information base, the running of simulation tests could provide meaningful service event correlation due to system/network fault.
Service event correlation
The process to build up the service management information base requires structured approach and procedures in order to have the full understanding of the interrelations amongst organizational business services and their corresponding infrastructure underlying. The primary objectives are to identify the business relationships with the underlying infrastructure; to prioritize the most critical business impact services; and to ensure service continuity for organization business.
B. Service Management Information Base
The service management information base aims at specifying business-oriented service management information. Traditionally, the MIB employed contains information pertaining to IT resource (systems and network) elements. These management systems for IT facilities do not take into account services or dependencies between services and resources. That knowledge has to be deduced by system administrators and maintained separately. With the formalized establishment of service-resource dependencies as mentioned previously, a comprehensive service management repository can be built to enable consistent management. 
IV. BUSINESS CONTINUITY PLANNING
BCP is a methodology used to develop a plan to maintain or store business operations in the required time scales following interruption to, or failure of, critical business processes (BSI,2001) [14] . Having the BCP in place before the business interruption occurs is critical or the organization may not be able to respond quickly enough to the service interruption. There are several BCP methodologies and models available [5] , [6] , [7] & [15] . Except for the project initiation stage in BCP development, these models are not exactly the same in the other stages but they can be summarized into five main phases: analysis, solution design, implementation, testing and organization acceptance, and maintenance. Traditionally, BCP serves as a preventive and corrective control measure during the course of business continuity management. In this proposed architecture, BCP processes help the service impact analysis to act as detective measure for the IT service supported business functions. During the course of BCP development exercise, an organization would understand more on their business service offerings with their potential impact to the organization's business due to the failure of respective IT operations in supporting such business process services. From the bottom up perspective, it is useful to link the previously not directly considered relationship from the underlying IT infrastructure (i.e. IT resources) to the business goals of an organization. It helps the organization to provide businessdriven IT management by transforming device-oriented management to service-oriented management. Figure 3 portrays the model to adopt BCP processes in service impact analysis.
A. Business Impact Analysis
The business impact analysis (BIA) is a critical part of the planning for business continuity. Widely acknowledged as the originators of business impact analysis, [16] recommended that the generic BIA process should involve the following nine steps: The BIA offers a preliminary analysis of some of the idiosyncrasies of every organization's resources, systems and operations. During the BIA process, it helps the organization to evaluate the risk of business process failures and to identify critical and necessary business functions and their IT services and resources dependencies. This will determine priorities which in turn influence many of the financial and operational 
B. Analysis of the Organization's Operation Environment
The next step is to build on the preliminary analysis through a systematic analysis of the organization's operation environment and a detailed examination of its outputs, activities and dependencies amongst services and resources. This analysis comprises stages of identification and assessment. The identification should be done in three ways and in the order of 1) products and services; 2) activities and resources; and 3) linkages and dependencies. In so doing, it should provide the three important aspects: 1) what does the organization do? 2) who and what is involved in the creation of services ? 3) how are the activities linked? This process echoes the view of [17] , that "in order to carry out the BIA efficiently, it is first necessary to identify business functions / processes".
The analysis first identifies the organization's product and services. This starting point indicates what is likely to be affected by a business services interruption and who will be the affected customers. This information helps to identify those services which, in the event of failure of IT resources, would have the greatest impact on organizational performance and survival. The analysis is then to identify all resources which contribute to the services. These include those resources which lead to the development, manufacture and sale of the service. By working back from the final business service, all key IT services and resources leading to the final output should be identified. The contribution of each of these resources will vary according to the nature of the organization's business. The degree to which these resources contribute to the final service will determine the provisions that are chosen for their continuity. To determine how an interruption in one part of IT resources could affect the ability to provide business services, we need to identify the dependencies amongst them. Dependencies are important linkages in which one activity must be preceded by another. If one activity fails, all other activities that are dependent upon it will fail. Such information in form of correlation matrices will be resided in the repository. The analysis will then proceed to a stage of assessment to classify the service class for respective business services. This process assesses also the criticality of resources in respect of the business services. Again such information in form of correlation matrices for scoring the impact level will be resided in the repository.
V. A PRACTICAL CASE
We took a case to illustrate the steps in adoption of business continuity planning process for service impact analysis and service event correlation in IT service management. A campus is located in Hong Kong and built as a hub providing not only rentable floor space for research and development (R&D) offices and laboratories, but also a variety of supporting facilities / services for tenants to foster their R&D works in innovation and technology clusters of IT and telecommunications, electronics, bio-technology, and precision engineering. It is a non-labor-intensive campus for research and development industries which comprises 3 development phases. There will be 30 buildings upon completion in which 18 buildings have been completed with occupancy of 187 companies and over 5,000 employees as of the submission date of this paper.
A. Identify the business process services
Referring to the model as illustrated in Figure 3 , the first step in assuring the continued delivery of services is to identify what the delivered services to meet business goals are. From the business management point of view, through the help of questionnaires and interviews, we can carry out BIA for identifying business services and relationships with IT services. Data collection is required for BIA. Questionnaires method was used initially while analysis workshop was carried out in later stage to ensure key information for each system/business function not overlooked and it was the mechanism for collecting baseline data in the development of the Business Continuity Plan.
B. Business process and IT services mapping
We then determine critical and necessary business functions/processes and their IT services dependencies. In most cases, a single business service would require more than one IT service in order to support the service delivery. Table 1 put such information together with the IT services to form a matrix relationship.
C. IT resources and IT services mapping
Another matrix is formed as illustrated in Table 2 which identifies the IT infrastructure (or the IT resources) to support the IT services / sub-services as defined. With these two matrix relationships, it defines the management of IT services (which involves operation and maintenance management of application, network and systems) with respect to the business goals. [18] suggested to classify business process services and their respective service levels into 4 levels. In this paper, we adopted this classification model which is elaborated in Table  3 . Class 1 services are those with a real-time enterprise (RTE) strategy, short recovery-point objective (RPO) / RTO and are those that an organization / enterprise would suffer irreparable harm from if they were unavailable. Class 4 services, on the other hand, are comparatively less important to the key business of the organization. With this relationship, we also obtained the relevant service class for each of the IT services as illustrated in Table 2 .
D. Classification of business process service levels

E. Resources criticality assessment
The underlying IT infrastructure provides system and network resources to support IT services. Depending on the design configurations, these resource components might be critical for the delivery of respective IT services. We therefore base on the tolerant and redundancy characteristics to score them as below:
Code Description K Key component, non-tolerant, slightest failure can cause major impact. R Key, but with some kind of resilience, but will have service impact felt at partial failure. Impact of total failure is significant. N Non-key, usually with redundancy or in group (e.g. wireless local area network access point) where failing a few have no significant impact, or it is not critical even without resilience.
To derive the impact levels with respect to the criticality of components; class of service; and the scale of failure (i.e. partial or total), we use the matrices in Table 4 .
The matrix relationships amongst business process services, IT services and IT resources we developed in Table 1 , 2 and 4 will be stored in the service management information base as portrayed in the model of Figure 3 . With the service impact level derived from the Table 4 , the next step is to map out the alert level by mapping the resource alerts and service alerts in the Service Impact Analysis architecture for notification, as illustrated in Table 5 .
We used six illustration cases to demonstrate the difference in handling probed resource alerts by the service impact analysis architecture, as shown in Table 6 . The proposed framework analyzes and correlates the resource alerts with its affected business process services with the help of service management information base. The service impact notification contains the information of the affected business service, service coverage, location and impact level. For clarity, we assume the same resource alert level received from the network / system management console for these six cases. Under the traditional approach, the prioritization will normally base on the scale of impact to the entire infrastructure and operations and hence cases '2' and '5' will regard as the top priority for attendance. Compare with traditional approach, serviceoriented approach in handling resource alerts enables business aligned IT management for an organization. From the business point of view, resumption of customer-facing services regard as the top priority. In case 1, although the impact is comparatively small to the entire organization's operation, because its service class is '1' and the component criticality is "Key", the service impact is therefore top prioritized.
VI. CONCLUSIONS AND FURTHER WORKS
Effective IT service continuity requires a balance of risk reduction measures such as resilience systems and recovery options including back-up facilities. Traditional BCP and service continuity process provide preventive and recovery solutions to reduce risks in business operations. We see such processes could have synergy in service impact analysis in fault management to facilitate the achievement of service-oriented IT management goals. To minimize the disturbance to organizational business service offerings and proactively respond to service-oriented event, we propose the Service Impact Analysis framework utilizing BCP processes to Table 3 Business Process Service Classification establish the dependencies amongst business processes, IT services and IT resources. The interaction with BCP development for prioritizing business importance demonstrates the concept of business aligned service management. While maintaining the predetermined SLA, the proposed framework in ITSM enables IT service support more dynamically with appreciation from the business service with the establishment of service information management base.
The prototypical implementation work is currently carried out which will be put into production environment in the 1 st quarter of 2008. With the fine-tuning in system and sufficient working data for building the repository in the coming months, its performance and practical concerns in operational environment will be addressed. Table 6 Comparison of Prioritized Approach
Case
